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Article 17

1. No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and
reputation.

2. Everyone has the right to the protection of the law against such interference or
attacks.

9. TRAly® cAftheed T grEftad W B deadi®a B TEdEas Jedr 9
qY oA § T SAqTEd @0 =¥ Human Rights Council T ffd 12
July 2018 HT 9T HU D] gl 5 A/73/152 T Protection against violence and




discrimination based on sexual orientation and gender identity T THT 81 (d) (iii)
HT Tl SUTRdT TRUHT G |

81. Furthermore, the Independent Expert urges States, through all appropriate
and relevant means at its disposal, to:

(d) Enact gender recognition systems concerning the rights of trans persons to
change their name and gender markers on identification documents. The procedure
involved should ensure due respect for free and informed choice and bodily
autonomy. In particular, taking into account identified best practices, the processes
should:

(iii)  Be confidential;

. 99 9 T4 Human Rights Council AT TfT 12 February 2020 HT 9T HUSHT EdTa
T A/HRC/43/52 T Report of the Special Rapporteur on the right to privacy HT @

AT ST HUHT G |

17.  The work undertaken reveals deeply disturbing infringements of privacy
related to, or arising from individuals’ gender:

(@) Gender-based breaches of privacy are a systemic form of denial of
human rights, discriminatory, in nature and frequently perpetuating
unequal social, economic, cultural and political structures;

(b) These harms extend beyond individuals to impact society as a
whole. Losses of privacy weaken the universality of human rights and
corrode societies and democracy;

(©) Privacy infringements happen in multiple, interrelated and
recurring forms facilitated by digital technologies, in both private and
public settings across physical and national boundaries. Online privacy
infringements, reflect and extend offline privacy infringements. Digital
technologies amplify their scope and intensify their impact;

(d) Privacy offers protection against gender-based violence
discrimination, and other harms that disproportionately affect women,
intersex and gender non-conforming individuals;

18. A robust international ‘privacy and gender’ framework was identified as
comprising:

(d) A contemporary understanding of ‘gender’ based on recognition that:

(1) cis-normativity; biological sex; sexual orientation and
expression gender identity and expression, and sex characteristics,
and societal norms are elements of gender;



(i) gender, for some individuals, can change throughout their
life;

(iii) gender identity is integral to personality and important to
self-determination, dignity and freedom;

(iv) gender intersects with ethnicity, indigeneity, age,
disability, health, migration, marital or family status amongst other
factors, to heighten the importance of human rights to dignity and
quality of life.

(9) Redress for victims of infringements of privacy based on gender.

19.  These recommendations are intended to cover both State and non-State
actors and are relevant to the privacy of all individuals, inclusive of binary female
and male, and individuals of diverse sexual orientation, gender identity, gender
expression and sex characteristics.

20.  Their implementation should be informed by consideration of other
internationally-recognised instruments such as the Convention on the
Elimination of all Forms of Discrimination Against Women, the Convention on
the Rights of the Child, the Yogyakarta Principles updated and the Rights of
Indigenous Peoples, amongst other instruments.

21. Nothing in these recommendations should be interpreted as restricting or
in any way limiting the rights and freedoms of individuals as recognised in
international, regional or domestic laws or standards. Nor are the provisions
designed to restrict the collection of sex and gender information where this data
is necessary for the performance of lawful responsibilities.

1. Development of personality and the person
22.  State and non-State Parties to:
(@) Recognise that:

(i) the right to privacy also includes gender identity and the
freedom of individuals to make autonomous decisions with regard to
their bodies;

(i) the privacy needs and aspirations of people and
populations of cis-normativity, diverse sexual orientations, gender
identities, gender expressions and sex characteristics while having
common ground, are distinct from each other;

(i) other factors such as disability, age, indigeneity, social
origins, intersect with gender to typically intensify privacy—gender
experiences;

(iv) an intersectional approach is necessary to address the
gender aspects of privacy.

(b) Respect, protect and facilitate the right to privacy to enable
individuals’ enjoyment of other rights such as the right to assemble and to
express opinions irrespective of gender:



(©)

(i)  Reduce infringements of privacy based on gender

by:

. adopting robust privacy, and data protection law and
policies;

. making public commitments on addressing gender

differences in the enjoyment of the right to privacy;

. running public awareness campaigns, training and
continuing professional development programs with comprehensive,
affirmative and accurate material on sexual, biological, physical and
psychological diversity, and human rights;

. adopting all measures necessary to eliminate the
stigma associated with gender diversity including ensuring internal
and external communications constructively address privacy and
gender issues;

. requiring gender-aware privacy impact assessments
prior to the introduction of new products, services, strategies,
legislation, procedures and other initiatives.

Ensure requirements for individuals to provide sex/gender

information:

23.

(i) are relevant, reasonable and necessary as required
by the law for a legitimate purpose in the circumstances where it is
sought;

(i)  respect the right to self-determination of gender;

(iii) protect against arbitrary or unwanted disclosure or
threatened disclosure of such information;

(iv) support research into the right to privacy and
gender to better understand the benefits, prevention and mitigation of
harms arising from infringements of privacy.

States to take all necessary legislative, policy, administrative and

other measures in line with international human rights norms and
standards, to ensure:

()

all individuals have information about their civil, political,

economic, social and cultural rights, in relation to gender, by:

(i) ensuring access to international and
regional treaties and instruments; national
constitutions, laws and regulations; research studies, reports, data,

archives; reports and information submitted by the
State to international and regional bodies
and mechanisms; and other relevant information to enable the

exercise of the right to privacy and remedy for violation of
this right;

i) providing and supporting education and
public information programs to promote the right to
privacy and gender inclusiveness, including relevant



(b)

training of judicial and law enforcement officers and other
public officials in relation to their human
rights obligations regarding gender.

Prevent privacy infringements based on gender whether by

public or private actors, by ensuring:

(©)

(i) the applied legal bases to prevent and penalise
privacy breaches align with relevant laws and
treaties at global, regional and domestic levels and

incorporate provisions to enhance privacy regardless of gender;

(i)  consistency between laws relating to privacy and
gender, such as consumer  safety, employment,
healthcare, anti-discrimination and corporate

regulations, amongst others;

(iii) the full inclusiveness of gender in anti-
discrimination laws in relation to ‘sex characteristics’;

(iv)  recognition of the responsibility to protect and warn
due to patterns of extraterritorial outreach of
States that violate the right to privacy;

(v) policies and procedures are up to-date and
adequately serve their obligation to protect and
warn, and prevent surveillance and harassment based

on gender, by foreign States and non-State actors against their

citizens or non- citizens on their territories;

(vi) the right to privacy of all, regardless of gender, is
embedded in policy development; legislative  reform;
service provision; regulation; programs for CsO

support, and education and training;
(vii) adoption of best practice data protection, such as the

EU’s General Data Protection Regulation and the
‘modernised’ Convention 108 of the Council of Europe,
or better;

(viii) comprehensive protection for secure digital
communications,including by promoting strong
encryption and anonymity-enhancing tools, products and

services, and resisting requests for ‘backdoors’ to digital
communications.

Eradicate, investigate, prosecute, penalise, provide remedies for

infringements of privacy based on gender by State and non-State actors,
whether committed in public or private spheres, and establish support
services for victims;

(d)

Prevent victimisation, re-victimisation, criminalisation, on the

basis of gender, by:

(i) taking action against those, State and non-State,
actors who use digital technologies, to subject the users to



cruel and degrading treatment, extortion or

blackmail;

(i)  refraining from using laws such as vagrancy and
loitering, to target certain genders;

(iii)  preventing forced labour, human trafficking, abuse
and violence in the context of commercial sex;

(iv) ensuring the participation of sex workers in the
development of law and policies directly affecting their lives
and safety, and enabling equal access for them to justice,
health care and other services;

e introducing laws and policies to protect sex workers’ health and
safety;

U] not disclosing in any way, the identity of victims except with
court authorisation;

) not imposing the death penalty for consensual same-sex
relations;

(h) ensuring legal provisions, including those in customary,

religious and indigenous laws, whether as explicit provisions, or the
application of general punitive provisions, do not criminalise or penalise on
the basis of gender;

(1) providing access to justice and protection for complainants.

() Provide redress for victims whose privacy has been infringed
due to their gender, including public apology; application to expunge
historical criminal convictions and records concerning consensual adult
same sex relations or cross-dressing; rehabilitation and recovery services;
adequate compensation, and guarantees of non-recurrence.

(k) Support research into privacy and gender including the
experiences of all of the LGBTQI community, on the extent, causes
(including attitudes, beliefs, customs and practices) and effects of
infringements of privacy.

() Assess the type, prevalence, trends and patterns of complaints
concerning gender differentiated privacy experiences using rights-based
data collection procedures and best practice privacy and data protection
standards and law, and make publicly available disaggregated, de-identified
data of privacy infringements based on gender.

Q. S5 HITET TEAFN IR Ahaed! ciyd e qraeel sl wuw e
e f@ 7 ow’-wo-90%z, i@ F ov’-wo-1909, e 7 oL:-wo-
12%9, RE 7 oLr-wo-q0%%, @ ¥ 0L’-w0-9900, & F 0WL-WO-
4343 q1 K& F 06%-WO-9IU3 FI TEHT WUHI HITH ATEATER



(Y0 9%,) Aol foegar Hel 90 ol 0 S(awe aed d AGEdTH

Gl T Ah(b Wl by Joor@ g |

Q0. U AAENT HIA qaaqrdlt 96 () T/ A, qama= o AfFaiegs

HEAT NG, [T . c003 - IRURETEHT, 9N ¢ Y3, 9 R0&5, e

: W, ¥% : q0, hEal fld : R0§§/09/30, YA R0&3 W@H e .

oRzL |

o BH FATT NT FIGE 57 Ffset AET TYH STACIAT e TS

et APl SABAE [RT-ATH TH TF §7E | TTH TROTAETET

AT G FAE G SABH! DI TATAAE 7 AT JIT AT

Y | IGER @l SAkbId EdAddl E@E i Fawt
maHTar T AR G T [

9. TMIHEAHT &% A-ad @aEddRT 8% (Right to be forgotten) T AT TS
Court of Justice of the European Union o Google Spain SL, Google Inc. v Agencia

Espafiola de Proteccion de Datos, Mario Costeja Gonzalez T HETHT ﬁﬂ]@'ﬂ]’(
AT WH G |

The Court observes in this regard that, whilst it is true that the data subject’s rights
also override, as a general rule, that interest of internet users, www.curia.europa.eu
this balance may however depend, in specific cases, on the nature of the information
in question and its sensitivity for the data subject’s private life and on the interest of
the public in having that information, an interest which may vary, in particular,
according to the role played by the data subject in public life.

Finally, in response to the question whether the directive enables the data subject to
request that links to web pages be removed from such a list of results on the grounds
that he wishes the information appearing on those pages relating to him personally to
be ‘forgotten’ after a certain time, the Court holds that, if it is found, following a
request by the data subject, that the inclusion of those links in the list is, at this point
in time, incompatible with the directive, the links and information in the list of results
must be erased. The Court observes in this regard that even initially lawful
processing of accurate data may, in the course of time, become incompatible with the
directive where, having regard to all the circumstances of the case, the data appear to
be inadequate, irrelevant or no longer relevant, or excessive in relation to the
purposes for which they were processed and in the light of the time that has elapsed.
The Court adds that, when appraising such a request made by the data subject in
order to oppose the processing carried out by the operator of a search engine, it
should in particular be examined whether the data subject has a right that the
information in question relating to him personally should, at this point in time, no



1.

longer be linked to his name by a list of results that is displayed following a search
made on the basis of his name. If that is the case, the links to web pages containing
that information must be removed from that list of results, unless there are particular
reasons, such as the role played by the data subject in public life, justifying a
preponderant interest of the public in having access to the information when such a
search is made.

European Union ST T RUHT WOHIar graeain! Q‘*f General Data

Protection Regulation (GDPR) HT Art, 17 11 Right to erasure ('right to be forgotten’)
ol WIEH 7 g |

1. The data subject shall have the right to obtain from the controller the erasure
of personal data concerning him or her without undue delay and the
controller shall have the obligation to erase personal data without undue
delay where one of the following grounds applies:

a)

b)

c)

d)

f)

the personal data are no longer necessary in relation to the purposes
for which they were collected or otherwise processed;

the data subject withdraws consent on which the processing is based
according to point (a) of Article 6(1), or point (a) of Article 9(2), and
where there is no other legal ground for the processing;

the data subject objects to the processing pursuant to Article 21(1)
and there are no overriding legitimate grounds for the processing, or
the data subject objects to the processing pursuant to Article 21(2);

the personal data have been unlawfully processed;

the personal data have to be erased for compliance with a legal
obligation in Union or Member State law to which the controller is
subject;

the personal data have been collected in relation to the offer of
information society services referred to in Article 8(1).

2. Where the controller has made the personal data public and is obliged
pursuant to paragraph 1 to erase the personal data, the controller, taking
account of available technology and the cost of implementation, shall take
reasonable steps, including technical measures, to inform controllers which
are processing the personal data that the data subject has requested the
erasure by such controllers of any links to, or copy or replication of, those
personal data.

3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:

a)
b)

for exercising the right of freedom of expression and information;

for compliance with a legal obligation which requires processing by
Union or Member State law to which the controller is subject or for
the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;

q0


https://gdpr-info.eu/art-6-gdpr/
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https://gdpr-info.eu/art-8-gdpr/

13.

Y.

9.

c) for reasons of public interest in the area of public health in
accordance with points (h) and (i) of Article 9(2) as well as Article
9(3);

d) for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article
89(1) in so far as the right referred to in paragraph 1 is likely to
render impossible or seriously impair the achievement of the
objectives of that processing; or

e) for the establishment, exercise or defence of legal claims.
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